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PRIVACY AND PIRACY: THE PARADOX OF
ILLEGAL FILE SHARING ON PEER-TO-PEER
NETWORKS AND THE IMPACT OF TECHNOL-

OGY ON THE ENTERTAINMENT INDUSTRY

TUESDAY, SEPTEMBER 30, 2003

U.S. SENATE,
PERMANENT SUBCOMMITTEE ON INVESTIGATIONS,
OF THE COMMITTEE ON GOVERNMENTAL AFFAIRS,
Washington, DC.

The Subcommittee met, pursuant to notice, at 10:08 a.m., in
room SD-G50, Dirksen Senate Office Building, Hon. Norm Cole-
man, Chairman of the Subcommittee, presiding.

Present: Senators Coleman, Levin, Collins, Sununu, Levin, Car-
per, and Pryor.

Staff Present: Raymond V. Shepherd, III, Staff Director and
Chief Counsel; Joseph V. Kennedy, General Counsel; Mary D. Rob-
ertson, Chief Clerk; Katherine English, Counsel; Mark Greenblatt,
Counsel; Kristin Meyer, Staff Assistant; Elise J. Bean, Democratic
Staff Director and Chief Counsel; Rob Owen (Senator Collins); Joe
Bryan and Mike Kuiken (Senator Levin); John Kilvington (Senator
Carper); Tate Heuer and Gita Uppal (Senator Pryor); Juria Jones
(Senator Specter); Mark Keam (Senator Durbin); and Adam Sedg-
wick (Senator Lieberman).

Senator COLEMAN. We are going to call to order this hearing of
the Permanent Subcommittee on Investigations, “Privacy and Pri-
vacy: The Paradox of Illegal File Sharing on Peer-to-Peer Networks
and the Impact of Technology on the Entertainment Industry.”

We have with us my colleague, the distinguished Senator from
California, Barbara Boxer. Senator Boxer, I know you wanted to
make an introductory statement. What I'm going to do, as an
accomodation to your schedule, is give you an opportunity to make
your statement now before we begin our formal statements.

TESTIMONY OF HON. BARBARA BOXER, A U.S. SENATOR FROM
THE STATE OF CALIFORNIA

Senator BOXER. Senator, thank you so much, Senator Coleman,
Senator Carper, and others who will come, for giving me this op-
portunity. We had a hearing on this subject at which you testified,
my friend, Senator Coleman, so this is my second round in putting
out some of my thoughts, and I will try to keep this as closely knit
as I can.

First of all, T have four points to make. The first point is that
downloading copyrighted works is theft, and I think if there is any-
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thing else coming out of this hearing other than that, it is a real
problem.

Senator Levin, I was just saying that I have four points to make
that I hope you will keep in mind. First, that downloading copy-
righted works is theft, plain and simple. Second, it is not a
victimless crime, as you will find out today. Third, the file-sharing
networks themselves constitute a threat to privacy. And fourth,
these networks are no place for children. Those are the four points
and I will go quickly through them.

First, the issue of theft. Peer-to-peer sharing is fine, but not if
they are copyrighted works. That is just the fact. You can’t have
a law without being able to enforce it or no one will pay any atten-
tion to it.

We know it is legal, again, to share non-copyrighted work, but
if it is copyrighted, it is stealing, and whether you are stealing it
from the store or on the Internet, there has to be consequences, I
believe. Otherwise, it will continue.

Now, we all know about the 1998 Digital Millennium Copyright
Act. A lot of us were involved in putting it together. And in the
course of that, the Internet service providers said, look, we don’t
want to be responsible for this illegal downloading. So we will sup-
port turning over the records to—I don’t mean—I should say, turn-
ing over the information to the record companies as an exchange
for us not being liable.

So I think that for them now to say that they won’t cooperate is
just going against what they agreed to do. That is not right. The
one thing I have learned about this business that we are in is that
you give a handshake, you give your word, and you stick with it.
That is important.

Now, the second point. Stealing copyrighted work is not a
victimless crime. It threatens our creative industries and our art-
ists, and there is an artist here today, and I assume a lot of people
are here because of that. I thought it was us—— [Laughter.]

But then I realized, my staff said, no. So the fact is, we have vic-
tims.

As visual proof, there is a chart that shows photographs taken
by the Nashville Song Writers Association of a series of buildings
now for lease that once housed music publishing companies on
Nashville’s famous Music Row. Each of these closed businesses rep-
resents jobs lost, and Mr. Chairman, regardless of our party, we
are in it to fight for jobs for our people. We are losing jobs.

Two song writers who have written for famous artists, Kerry
Chader and his wife, Lynn Gillespie Chader—I hope I said it
right—wrote to me last week, and they wrote, “Our income fell over
60 percent from 2000 to 2002. In 2001, we were forced to declare
bankruptcy. After more than 100 songs recorded between my hus-
band and myself, we were forced to seek outside employment. In
2002, we were expecting a check for royalties in the neighborhood
of $5,000. When the check came and we opened it up, it was
$17.53,” she writes. What a shock. And they attribute their losses
to illegal downloading, which they refer to as “downlooting.”

So according to the Record Association, the industry has lost 25

ercent in sales over the last 3 years. It has gone from a worldwide
540 billion industry in 2000 to a $26 billion industry in 2002.
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My third point is that file-sharing networks themselves pose a
great threat to privacy. Most users have no idea that they are fre-
quently sharing their private documents with everyone else on the
network, and you can see this, and since my time is running short,
I hope you will take a look at this.

This is a chart! that essentially says—it highlights that you will
share files that are in your, “shared folder.” It allows you to add
any other folder you wish. Users often make sensitive files avail-
able unwittingly to everyone on the network by putting those files
in the wrong folder. In a search of one peer-to-peer network, a
House committee report found 2,500 Microsoft Money backup files.
Each of these files stores a user’s personal financial records and all
were readily available for download.

I will complete this in less than a minute, if I might.

So here we have a situation where we are worried about the pri-
vacy of the people who are illegally downloading, although I have
to say, and no one likes these lawsuits, it is awful, but if someone
came in and had a mask on, as they have done, they still do, to
a store and they were anonymous, they are still a thief, even
though you have got to find out who they are.

So the fact of the matter is, let us not just say we are trying to
protect—hopefully, we are not saying we are trying to protect pri-
vacy of people who are stealing. As unpleasant as it is, believe me,
it is very unpleasant.

The fourth issue, we must address how these networks expose
children to pornography. Children don’t belong on these networks.
According to the General Accounting Office, “Juvenile users of
peer-to-peer networks are at significant risk of inadvertent expo-
sure to pornography, including child pornography,” and this is an-
other chart? from Kazaa. You can see on this chart the user has
put in a search for the Beatles. That search then generates a series
of files, and highlighted on the chart, you see when the user selects
Beatles, a title that says “Drunk Teen Sex 2,” which is a teen porn
file. So this means your child could think she is downloading a
Beatles song and be downloading pornography, and I think parents
need to know about this. There are other unintended consequences
of this.

In conclusion, I believe—and you can play a major role in this—
that coming out of this hearing as well as the Commerce hearing,
we should bring out these points. Clearly, it is wrong, what is hap-
pening. This is a crime. There are real victims. Inadvertently, peo-
ple are losing their privacy, and inadvertently, youngsters are
being exposed to pornography.

So for all those reasons, I hope that the message out of this hear-
ing will be, let us find ways we can all work together so that we
can solve this problem. Instead of just saying, let us open up the
Digital Millennium Copyright Act, rewrite it and stop what I think
is the first thing that is making an impact, which is enforcing this
law. It is actually making an impact. Teens are saying, gee, maybe
this was wrong. I never saw it before as stealing.

1See Exhibit 6a. which appears in the Appendix on page 164.
2See Exhibit 6b. which appears in the Appendix on page 165.
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I thank you so much for giving me this privilege to open up this
hearing. As you know, this is very important to my State of Cali-
fornia and the millions of people who live there and, I think, to
people all over the country. Thank you.

Senator COLEMAN. Thank you, Senator Boxer. I appreciate your
passion and perspective on this issue and I look forward to working
with you on it.

Do my colleagues have anything that they would like to ask Sen-
ator Boxer?

Senator LEVIN. Just to thank Senator Boxer. Thank you, Senator
Boxer. Thank you for your total commitment to the State of Cali-
fornia and to the jobs that are impacted by what is going on
through this downloading process. We thank you for your very
strong statement.

Senator BOXER. I appreciate it.

Senator COLEMAN. Thank you.

OPENING STATEMENT OF CHAIRMAN COLEMAN

Senator COLEMAN. Before I begin with the first full panel, I will
deliver my opening statement. I am pleased to be joined with my
colleague and distinguished Ranking Member, Senator Levin.

On September 8, the Recording Industry Association of America
(RIAA) fired its first volley of copyright infringement lawsuits in its
battle against illegal downloading. The industry promised to “ap-
proach these suits in a fair and equitable manner,” and that it is
initially focusing on “egregious offenders who are engaging in sub-
stantial amounts of illegal activity.”

I am grateful that the documents provided to this Subcommittee
substantiate that claim. However, there is nothing under current
law that requires the RIAA to target only “egregious” offenders in
the future. There is nothing in the current law that restricts the
scope of the RIAA’s use of subpoenas to ferret out unlawful
downloaders.

It has been these developments that led to my concern about the
use of subpoenas to combat the illegal taking of copyrighted music
files online—and the potential for abuse of the legal process. How-
ever, I am also troubled by the use of the DMCA subpoena proce-
dure and lawsuits to spear the registered owner of the computer
rather than perhaps the actual user of a P2P operation like Kazaa.
The Subcommittee has been in contact with numerous individuals
whose family members, friends, or roommates use the Kazaa serv-
ice. Unfortunately, these unsuspecting individuals are now the tar-
gets of subpoenas and lawsuits.

Recently, I had the honor of providing a brief statement to Sen-
ator Brownback’s hearing before the Commerce Committee on
“Cyber Identity, Privacy, and Copyright Protection.” It was the
hearing in which Senator Boxer participated. There, I stated the
principles that are the basis for our hearing today.

On the matter of subpoenas, I am concerned about the scope and
the impact of the broad powers extended to the RIAA and other
copyright holders to issue these subpoenas. Is it possible for inno-
cent people to get caught in the legal web that the RIAA is trying
to create to stop illegal piracy?
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I believe we must review the potential civil and criminal pen-
alties needed to ward off the theft of copyrighted materials, and de-
termine if such measures will work.

As it relates to the use of technology in general, I am troubled
by the growing use of systems and devices to reach into our online
lives and pluck out information about us with or without our
knowledge. This is particularly relevant here, since technology is
being used not only to steal the work of artists—but to prove that
someone has, indeed, stolen it.

In addition, part of our continuing inquiry will address why P2P
networks do not proactively prevent this illegal activity from occur-
ring initially and how P2P networks like Kazaa envision moving
from a business model predicated upon illegally trading songs to a
legitimate business model that derives revenues from licensed
copyrighted intellectual property.

There is more at issue here than just subpoenas—and the impact
of the use of the power of subpoena and threat of legal action to
compel consumers to cease and desist.

I believe the very future of the American music and motion pic-
ture industry is at stake—and, with it, a major contributor to our
Nation’s economic stability.

I am pleased to have two leaders of the entertainment industry
here with us today—Mitch Bainwol, CEO and Chairman of the Re-
cording Industry Association of America, and Jack Valenti, Presi-
dent and CEO of the Motion Picture Industry Association of Amer-
ica.

As Mr. Valenti has previously noted, the movie industry alone
accounts for 5 percent of our Nation’s economic output. And, as
both Mr. Bainwol and Mr. Valenti have made clear, the act of
downloading the work of their members without their permission
is illegal—and, is contributing to a significant economic decline in
their respective industries.

I think we can all agree that the growth of current, and future,
technologies bodes well for improving the quality of our lives and
productivity, . . . but, we must also accept that it also could spell
economic doom for the entertainment industry.

In just a short time, it will be possible to download a full-length
motion picture movie in minutes, and to distribute that movie
across the world before it makes its cinematic debut.

I believe we have the capacity to preserve the economic, artistic,
and cultural integrity of our arts and entertainment industry in
America. It will take a concerted, cooperative effort among all in-
volved to make it work.

With us today are others who are impacted by those changes in
technology—those who own the brick-and-mortar retail outlets that
are suffering from a decrease in the over-the-counter sales of CDs
and other music products.

And, I want to thank another witness, Lorraine Sullivan, who is
the recipient of one of the subpoenas issued by the RIAA. Her testi-
mony will help our broader understanding and discussion today
about the impact of such suits against music lovers—and what the
potential ramifications may be for future customers of the industry.

We have other issues that must be addressed today.
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Those who facilitate illegal file-sharing are also here with us this
morning to present their side of the story.

Kazaa has over 60 million individuals who download. Yet, they
have been accused of aiding and abetting those who willfully vio-
late copyright laws. There are a number of compelling issues that
must be addressed. Kazaa asserts they do not condone illegal file-
sharing and that they want to move toward a legitimate business
model. This raises some important questions. Such as, if the finan-
cial viability of the Kazaas of the world is based upon illegally
trading files, what incentives do they or consumers have to change
their behavior? What prevents them from more boldly and openly
informing their users about illegal activity?

We also have with us today two artists, L.L. Cool J and Chuck
D, who I hope can shed some light from an artist’s perspective, on
what they see to be the changing nature of the music industry—
and for them what has been the solution to the intricate balance
between artistic integrity—and, quite frankly, making a living.

Finally, we will end our hearing today with a discussion of the
ethics of downloading and the potential need for new business mod-
els. Have we inadvertently created a culture today that encourages
the very behavior that today we feel needs to be corrected? Let me
be clear. Downloading someone else’s property without their per-
mission is illegal, period. Yet today, there are 60 to 90 million peo-
ple who use P2P networks, and I believe that is just in the United
Staites, who use P2P networks to illegally trade copyrighted mate-
rial.

Many of these users are teenagers or younger. This generation
of kids needs to be made aware that they are engaging in illegal
behavior. I do not believe, however, that aggressively suing egre-
gious offenders will be sufficient to deter the conduct of an entire
generation of kids.

As a former prosecutor, I am troubled by a strategy that uses law
to threaten people into submission. Yet, as a former prosecutor, I
am also troubled by a prevailing attitude that says because tech-
nology makes it free and easy, it is OK to do.

I believe solving this problem will require a way of thinking that
allows the industry to protect its rights, but to do it in a way that
creates new consumers by intellectually and financially investing
in creative methods of delivering of music to fans.

Technology and the Internet offer great hope for a brighter fu-
ture, but with it comes with great concern over how they are used
and how property rights are protected. It is clear today that the
law, technology, and ethics are out of sync. They are woefully out
of step with one another. Hopefully, the dialogue that we engage
in here today will be the factual and intellectual foundation upon
which we can engineer some thoughtful and practical solutions for
the future.

The prepared opening statement of Senator Coleman follows:
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OPENING STATEMENT
SENATOR NORM COLEMAN

Chairman
Permanent Subcommittee on Investigations

Hearing On
PRIVACY & PIRACY: THE PARADOX OF ILLEGAL FILE SHARING
ON PEER-TO-PEER NETWORKS AND THE
IMPACT OF TECHNOLOGY ON THE ENTERTAINMENT INDUSTRY

September 30, 2003

On September 8, the Recording Industry Association of America (RIAA) fired its first volley of
copyright infringement lawsuits in its battle against illegal downloading. The industry promised to
"approach these suits in a fair and equitable manner" and that it is initially focusing on "egregious
offenders who are engaging in substantial amounts of illegal activity."

I am grateful that the documents provided to the subcommittee substantiate that claim. However, there is
nothing under current law that requires the RIAA to target only “egregious” offenders in the future.
There is nothing in current law that restricts the scope of the RIAA’s use of subpoena’s to ferret out
unlawful downloaders.

It has been these developments that led to my concern about the use of subpoenas to combat the illegal
taking of copyrighted music files online — and the potential for abuse of the legal process. However, I
am also troubled by the use of the DMCA subpoena procedure and lawsuits to spear the registered
owner of the computer rather than the actual user of Kazaa. The Subcommittee has been in contact with
numerous individuals whose family members, friends, or roommates used the Kazaa service.
Unfortunately, these unsuspecting individuals are now the targets of subpoenas and lawsuits.

Recently, | had the honor of providing a brief statement to Senator Brownback’s hearing before the
Commerce Committee on Cyber Identity Privacy and Copyright Protection.

There I stated principals that are the basis for our hearing today:

* On the matter of subpoenas, I am concerned about the scope and the impact of the broad powers
extended to the RIAA and other copyright holders to issue subpoenas. Is it possible for innocent people
to get caught in the legal web that RIAA is trying to create to stop illegal piracy?

* I believe we must review the potential civil and criminal penalties needed to ward off the theft
copyrighted materials, and determine if such measures will work,

* As it relates to the use of technology in general, I am troubled by the growing use of systems and
devices to reach into our online lives and pluck out information about us with or without our
knowledge. This is particularly relevant here since technology is being used to not only steal the work
of artists -- but to prove that someone has indeed stolen it.
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* In addition, part of our continuing inquiry will address why P2P networks do not proactively prevent
this illegal activity from occurring initially and how P2P networks like Kazaa envision moving from a
business model predicated upon illegally trading songs to a legitimate business model that derives
revenues from licensing copyrighted intellectual property.

There is more at issue here than just subpoenas -- and the impact of the use of the power of a subpoena
and threat of legal action to compel consumers to cease and desist.

I believe the very future of the American music and motion picture industry is at stake -- and, with it, a
major contributor to our nation’s economic stability.

1 am pleased to have two leaders of the entertainment industry here with us today — Mitch Bainwol,
CEO and Chairman of the Recording Industry Association of America and Jack Valenti, President and
CEO of the Motion Picture Industry Association of America.

As Mr. Valenti has previously noted, the movie industry alone accounts for 5% of our nation’s economic
output. And, as both Mr. Bainwol and Valenti have made clear, the act of downloading of the work of
their members without their permission is illegal — and, is contributing to a significant economic decline
in their respective industry.

I think we can all agree that the growth of current, and future, technologies bodes well for improving the
quality of our lives and productivity...But, we must also accept that it could also spell economic doom
for the entertainment industry.

In just a short time, it will be possible to download a full-length motion picture movie in minutes, to
distribute that movie across the world before it makes it cinematic debut.

I believe we have the capacity to preserve the economic, artistic and cultural integrity of our arts and
entertainment industry in America. But, it will take a concerted, cooperative effort among all involved
to make it work.

With us today are others who are impacted by those changes in technology — those who own the brick
and mortar retail outlets that are suffering from a decrease in over-the-counter sales of CDs and other
music products.

And, I want to thank another witness — Lorraine Sullivan — who is the recipient of one of the subpoenas
issued by the RIAA. Her testimony will help our broader understanding and discussion today about the
impact of such suits against music lovers — and what the potential ramifications may be for future
customers of the industry.

We have other issues that must be addressed today.

Those who facilitate illegal file-sharing are also here with us this morning to present their side of the
story.

Kazaa has over 60 million individuals who download. Yet, they have been accused of aiding and
abetting those who willfully violate copyright laws.

There are a number of compelling issues that must be addressed.

2
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Kazaa asserts that they do not condone illegal file-sharing and that they want to move toward a
legitimate business model. This raises some important questions.

Such as, if the financial viability of the Kazaas of the world is based upon illegally trading files, what
incentive do they or their consumers have to change their behavior?

‘What prevents them more boldly and openly informing their users about illegal activity?

We also have, with us today two artists, LL Cool J and Chuck D, who I will hope can shed some light,
from an artists perspective, on what he sees to be the changing nature of the music industry — and for
them, what has been the solution to the intricate balance between artistic integrity ~ and, quite frankly,
making a living.

Finally, we will end our hearing today with a discussion of the ethics of downloading and the potential
need for new business models.

Have we inadvertently created a culture that encourages the very behavior that today we feel needs to be
corrected.

Let me be clear, downloading someone else’s property without their permission is illegal. Period.

Yet today there are 60 to 90 million people who use P2P networks to illegally trade copyrighted
material.

Many of these users are teenagers or younger. This generation of kids needs to be made aware that they
are engaging in illegal behavior. Ido not believe, however, that aggressively suing egregious offenders
will be sufficient to deter the conduct of an entire generation of kids.

As a former prosecutor, I am troubled by a strategy that uses the law to threaten people into submission.
Yet, as a former prosecutor, I am also troubled by a prevailing attitude that says because technology
makes it free and easy, its okay to do.

I believe solving this problem will require a way of thinking that allows the industry to protect its rights
-- but to do it in a way that creates new consumers by intellectually and financially investing in creative
methods of delivery music to fans.

‘Technology and the Internet offer great hope for a brighter future — but with it comes great concern over
how they are used and how property rights are protected.

It is clear that, today, the law, technology and ethics are out of sync.

They are woefully out of step with one another. Hopefully, the dialogue that we engage in here today
will be the factual and intellectual foundation upon which we can engineer some thoughtful and
practical solutions for the future.
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Senator COLEMAN. With that, I would like to turn the podium
over to my distinguished Ranking Member, the Senator from
Michigan, Senator Levin.

OPENING STATEMENT OF SENATOR LEVIN

Senator LEVIN. Thank you, Mr. Chairman. Thank you very much
for calling this hearing. It is a very critically important hearing for
the reasons that you gave and Senator Boxer gave and your leader-
ship is going to be critically important in trying to find a resolution
to the issues which you describe.

Today, we face a collision of two worlds. One is the world of copy-
right law. The other is the real world, where new Internet tech-
nologies like file sharing are enabling hundreds of millions of peo-
ple to instantly exchange movies, music, and other copyrighted
works online for free. In the world of copyright law, taking some-
one’s intellectual property is a serious offense, punishable by large
fines. In the real world, violations of copyright law over the Inter-
net are so widespread and easy to accomplish that many partici-
pants seem to consider it equivalent to jaywalking—illegal but no
big deal.

But it is a big deal. Under U.S. law, stealing intellectual property
is just that—stealing. It hurts artists, the music industry, the
movie industry, and others involved in creative work. And it is un-
fortunate that the software being used—called “file sharing,” as if
it were simply enabling friends to share recipes, is helping create
a generation of Americans who don’t see the harm.

The Internet and related technologies, if used properly, have the
potential to expose millions of people to creative work that would
otherwise not be seen or heard. The question is whether their po-
tential will be realized at the expense of artists, authors, software
developers, scientists, and others who rely on copyright protection
to earn a living.

The issue we will be struggling with today is what to do about
what I hope is acknowledged to be a problem. How do we instill
in people that downloading a song or a movie off the Internet, with-
out permission, is like stealing a CD from a store? If the recording
industry’s approach—filing lawsuits against alleged infringers—is
not the right answer, what is the right answer? Is it technologically
feasible for software developers to take steps to prevent their soft-
ware from being misused to steal copyright works? If so, are they
willing to take these steps voluntarily or must we require them to
do so?

Our copyright laws were designed to protect a person’s intellec-
tual property—a song, an invention, a work of art, a novel. But the
use of new file-sharing software is growing so rapidly that the law
has badly lagged behind.

The Subcommittee obtained copies of more than 1,000 RIAA sub-
poena requests and subjected them to a general review as well as
subjecting 42 randomly selected requests to a more detailed inves-
tigation. The Subcommittee’s detailed review of the 42 subpoenas
found that the Internet user with the fewest number of songs had
made available about 600 songs for others to copy, while the Inter-
net user with the highest number exceeded 2,100 songs. Many had
made over 1,000 songs available for copying on the Internet. There
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was no evidence, in this survey at least, of subpoenas directed to
users who had made available only a few songs.

Software providers will play a key role in determining whether
their file-sharing technologies evolve into tools that promote re-
spect for creative work or instead promote copyright infringement.
Certain developments so far have not inspired confidence.

With regard to protecting copyrights, the largest software pro-
vider apparently failed to incorporate some elements that could
help fight infringement and that company has taken steps that
hinder rather than facilitate timely reminders from copyright hold-
ers to file sharers that the unauthorized sharing of copyrighted ma-
terials violates U.S. law. While people who download copyrighted
works and make them available for others to copy should be held
accountable for their actions, those providing the underlying soft-
Wafle should also take reasonably available steps to protect copy-
rights.

Internet technologies are changing how many Americans find,
listen to, and buy music and movies. Trips to record stores are giv-
ing way to sessions on the Internet. Movie videos are increasingly
online and available to those with Internet know-how. We must
search for ways to accommodate the reasonable and appropriate
use of these new technologies while also maintaining the integrity
of copyright laws critical to protecting and encouraging creative
work.

Again, I thank you, Mr. Chairman, for calling this hearing and
for your leadership in this area.

The prepared opening statement of Senator Levin follows:
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Today we face the collision of two worlds. One is the world of copyright law. The other is
the real world where new Internet technologies like file sharing are enabling hundreds of millions
of people to instantly exchange music, movies, and other copyrighted works online for free. In the
world of copyright law, taking someone’s intellectual property is a serious offense, punishable by
large fines. In the real world, violations of copyright law over the Internet are so widespread and
easy to accomplish that many participants seem to consider it equivalent to jaywalking — illegal but
no big deal.

But it is a big deal. Under U.S. law, stealing intellectual property is just that — stealing. It
hurts artists, the music industry, the movie industry, and others involved in creative work. And it
is unfortunate that the software being used -- called “file sharing” as if it were simply enabling
friends to share recipes -- is helping create a generation of Americans who don’t see the harm.

The internet and related technologies, if used properly, have the potential to expose
millions of people to creative work that would otherwise not be seen or heard. The question is
whether their potential will be realized at the expense of artists, authors, software developers,
scientists and others who rely on copyright protection to eam a living.

The issue we will be struggling with today is what to do about what I hope is acknowledged
to be a problem. How do we instill in people that downloading a song or a movie off the Internet,
without permission, is like stealing a CD from a store? If the recording industry’s approach —
filing lawsuits against alleged infringers — is not the right answer, what is? Is it technologically
feasible for software developers to take steps to prevent their software from being misused to steal
copyrighted works? If so, are they willing to take these steps voluntarily or must we require them
to do so?

The numbers suggest that we have to do something. Over the past few years, nearly 280
million people have downloaded the popular file sharing system called Kazaa. That’s nearly one
download for every man, woman, and child in the United States. Kazaa estimates nearly 150
million people now use the company’s software, with about 60 million in the United States alone.
That figure is astounding. But other numbers that are equally astounding.

According to the Recording Industry Association of America, at any given moment, there
are as many as 5 million users online offering nearly 1 billion files for sharing through various

1
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peer-to-peer software systems.

A February study by Palisades Systems analyzed file searches on one peer-to-peer network,
A random selection of 400,000 searches found that music searches were 38% of the total, and that
99% of those music searches were for copyrighted material.

Which brings me to another number — 2. It takes about 2 minutes using a high speed
internet connection to download a copyrighted song.

Our copyright laws were designed to protect a person’s intellectual property -~ a song, an
invention, a work of art, a novel. But the use of new file sharing software is growing so rapidly
that the Jaw has badly lagged behind.

Qur copyright laws provide copyright holders the exclusive right to reproduce and
distribute their work. At the same time, the law contains an affirmative defense for “fair uses” of
copyrighted works, such as for limited personal use, teaching, or in a news report. But allowing a
single user to share a copyrighted work with many — perhaps millions of other persons — goes
beyond any reasonable concept of fair use. Artists who wish to make their music available for free
on the Internet are not precluded from doing so, but if our copyright laws are to remain credible,
they must be able to protect the rights of artists who don’t want their music shared in that way.

In 1998, Congress enacted the Digital Millennium Copyright Act providing copyright
holders with new authority to fight copyright infringement, including the ability to obtain a court
order to compel Internet service providers to identify persons who download or make available to
others copyrighted materials.

The law does not require that notice be provided to the Internet user whose personal
identifying information is being supplied to the copyright holder, although some service providers
are voluntarily providing notice to their customers of the subpoena requests. The absence of a
notice requirement and a reasonable period for a customer to respond to a subpoena seem
unnecessary. After all, these cases aren’t like money laundering investigations, where a subpoena
might tip off the subject and allow them to flee elsewhere to commit more illegal acts. To the
contrary, in these cases, notice of a subpoena might bring a quicker end, indeed a voluntary end, to
illegal file sharing.

In the first few years after its creation, the DMCA subpoena authority was rarely, if ever,
used. But in the last three months, the recording industry has issued more than 1600 subpoena
requests to acquire identifying information on individuals who are alleged to have infringed on the
copyrights of musicians and record companies. It has also filed more than 260 lawsuits based upon
the information obtained from those subpoenas.

The Subcommittee obtained copies of more than 1,000 RIAA subpoena requests and
subjected them to a general review as well as subjecting 42 randomly selected requests to a more
detailed investigation. The Subcommittee’s detailed review of the 42 subpoenas found that the
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Internet user with the fewest number of songs had made available about 600 songs for others to
copy, while the Internet user with the highest number exceeded 2100 songs. Many had made over
1,000 songs available for copying on the Internet. There was no evidence, in this survey at least, of
subpoenas directed to users who had made available only a few songs.
